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Abstract

TherecentlyimplementedIntemationalShipboard and PortFacilitySecurity

（ISPS）Coderequiressecurityassessmentsforshipsandport払cilities・AlthOugh

PartBprovideselaborateguidanceonissuestobeobservedandincludedinto

suchriskassessments，agenerallyacceptedmethodologytocarryoutsuchrisk

assessmentsisnotprescribedintheCode・This allowsforsubjectiveexpert

judgementasthebasisforsecurityriskassessments・However，Su句ectiverisk

assessmentwillvarylnSCOPeandresults・Thisisanormalftatureofanyrisk

assessmentinvoIvingoplnlOnSOfdiffbrentindividuals・Thiswould，inprlnCiple，

notcauseanyharmiflegalconsequenceswouldnotbeinvoIvedinCaseashipor

itscargowassubjecttoasecurityincident・Legalexpertsvoicedopinionsthatin

suchasituationtheywouldchallengethesecurityriskassessment・Inthecase

thatanissueconnectedtothesecurityincidentinquestionthatharmedshipor

cargowasnotaddressedproperlyinthesecurityaSSeSSmenttheywouldquestion

theseaworthinessoftheship．Thiswould，Ofcourse，havefar－reaChingliability

consequencesforshipowners・Thequestion，therefore，ishowshipownerscan

beprotectedagainstunCertaintyresulting丘omimprecisestandardsforsecurity－

riskassessmentoftheISPSCode．
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1ⅠntrOduction

TheISPS Codel1］requiresinits PartA Sec．8a shipboard securityrisk

assessmenttobecarriedoutasHanessentialandintegralpartoftheprocessof

developingandupdatingtheshipsecurityplan・”Guidanceisgiveninthenon－
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mandatoryPartBoftheCodeinthecorrespondingPara．8．Acomprehensivelist

Ofissuestobeconsideredwhen suchasecurityriskassessmentiscarriedis

PrOVidedinthis regulation．Apart録omthis non－bindinglist ofissues no

methodologylSSuggeSted．OnlybriefandgeneraladviseisglVeninparagraPh

8・2，WheretheCompany SecurityOfncer（CSO）isrefbrredto“anyspecific

guidanceo飽redbytheContractingGovernments”．Totheknowledgeofthe

authorsonlyonecountry，theUnitedStates，hasspeciBedsuchguidancel2］．

ThisleavesituptotheCSOtode坑neasuitablemethodology．Principallythere

isnothingwrongwithsuchanapproach．In払ctitisusedwidelythroughout

Variousapproachestotheassessmentofsafbtyandsecurityrelatedmatters．One

aspectofconcemis，however，thatsuchanapPrOaChinvoIvesacertaindegreeof

deviationandcomparabilityoftheresultsprovidedbydi飴rentriskassessment

teams・Theresultingquestioncouldthereforebewhytodiscussthisissueany
加her．

TheanSWertOthisisrelativelysimple．Thesecurityriskassessmentformsthe

basisoftheshipsecurityplan，Whichcreatesthesecuritysystemonboardaship．

AplannOt addressing allrelevantmaritime securityareaS Ofconcem COuld

therefbre be considered as not sufncientand subsequently open up the

OPPOrtunltytochallengetheseaworthinessoftheshipinquestion．Thiswould

Clearlyresultinfarreachingliabilityissuesfortheshipowner．Althoughnocase

is yetkn0wninthe above－mentioned securitycontext，attemPtS have been

undertaken to cha11enge the seaworthiness　in　court　with respect to the

Intemational Safety Management（ISM）Codel3］，a Code bearing many

Slmilarities to theISPS Code．Prominent examPles were Eurasian Dream，

Tbrepo，andPatraikosIIl4］．ThequestionthereforeremainsifacargOOWner

COuldchallengeashipownerforlackingduediligencewithrespecttothescope
OfasecurityriSkassessmentifthisriskassessmenthasnotaddressedareasof

COnCemWhichledtocargodamageinasecurityincident．Ifthisisthecase

WOuldit not be desirable to have stricter guidelinesfor ship securityrisk

assessment，Whichwouldlimittheliabilityofshipowners？

This paperisintended toinvestigate theissues mentioned above and to

highlight poterrtial consequences．ltwi11furthermore outline a丘amework

intendedtosafeguardsufBcientsecurityriskassessmentanddiscussadvantages

anddisadvantageslinkedtominimumStandardsforsecurityriskassessment．

2　Whatcanshipcrewsdoagainstmaritimesecuritythreats？

The options available to ship’S crews when dealing with maritime security

threatsareVerylimited，Tobeginwith，Shipcrewsareneithertrainednorattuned

torespondingtosecuritythreats．Seafarersareonlybeginningtodaytotrain，aSa

resultofISPSCodeimplementation，tOdeterandpreventthreatsandtomitigate

the effbcts ofsecurityincidents．Nevertheless，their security tasksare Only

COllateraltotheirprlmaryfunctionsasnavlgatOrSandenglneerS・Theycannotbe

expectedtoreacttoasecuritythreatinthesamemannerassecurityprofbssionals

Whoaretrainedtodetect，intercept，delay，Orneutralizetargetsl5］．lndeed，the

PrOPOSed security－related amendments to theIntemational Convention on
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StandardsofTraining，Certincationand WatchkeepingforSeafarers（STCW）

COnCentrateOntheintegrationofshipsecurityofficer（SSO）trainingwithinthe

Curriculumandnotcombatorweaponstrainingl6］．Thiscomplementsthelong－

StandingpolicyofvariousmaritimeorganizationsagainstthearmlngOfsea血rers

inSpiteofrapidlyrisinglevelsofmaritimeviolenceinthepasttwodecades・

Prevai1ingmannlnglevelsandthedemandingnatureofshipboardliftarealso

払ctorsthatlimittheoptionsavailabletoshipcrewsindealingwithsecurity

threats．Crewshavesimplybecome“toosmal1andtoobusytoo飴ranysortof

realisticprotectionagainStahumanintelligenceactivelyseekingtosubvertthe

Shiptoitswickedpurpose”［7］・

Themostprevalentsecuritythreats払cingshipstodayarepiracyandarmed

robbery．Thegroupsthatcommittheseunlawfulactscomeindi脆rentlevelsof

organizationandsophistication andemployvarietiesofmodicperandi・One

varietythatispopularinthewatersofMalaccaStraits andIndonesiais one

wherearubberboatcarrylngtheattackerswouldcomealongsidethemerchant

vessel，Climbonboardusinggrapplinghooks，bindthecrewwithrope，COllectal1

personalvaluables，andraidtheship，ssafb・Manyattacksresultinsomesortof

lqurytOthecrew．lnafbwattackswherethevesselanditsentirecargowere

hiiacked，CreWmembershavebeenki11edorseriouslyirtiuredeitherasadirect

resultofviolencefromtheattackersorwhiletryingtoneeorescape．According

tostatisticscollectedbytheIntemationalChamberofCommerce－Intemational

Maritime Bureau（ICCJMB）fortheyear2004，atOtalof325attackswere

reportedbyships，Ofwhich197invoIvedpiratesandarmedrobberswhowere

armedwithguns，knives，OrOtherweapons．Duringthisperiod，234personswere

eitherkidnappedortakenhostage，59wereirtjured，30Werekilled，and30are

Stillmisslng．226shipswereboarded，12shipswere伽edupon，andllships
Werehijackedl8］．

The threat ofmaritime terrorism，On the other hand，remainslargely a

potentialone・ComparedtoplraCyandarmedrobberyagainstships，thereare

relatively fbwerincidents ofmaritime terrorism・The Santa Maria（1961），

dc力地上α〟rO（1985），C卸げPoro∫（1988），0〟グムα卸呼止ね成αか加（2000），（ぶ

Coわ（2000），上加占〃曙（2002），物e痴rヮ74（2004），肌d加如月α椚0〃α（2005）

aresomeofthefbwthatreadilycometomind．Also，aSeCuritythreatinvoIving

terrorismcarrieswithitapotentialformuchgreaterdamageandiTtiury・While
piratesandarmedrobbersairntoescapewiththeirlivesandthestolenjtems，
terrorists do not seekthe cargo orperSOnalvaluables・Terrorists are highly
trainedintheuseofviolenceandstandready，ifneedbe，tOkillothersortoglVe

uptheirownlivesl9］・

There areotherthreatstothe securityofship’s crews aside舟ompiracy，

armedrobbery，andterrorism・OnethreatforwhichtheISPSCodewasalso

developedistheproblemofstowaways・AccordingtoIMOstatistics，265cases

WeTerepOrtedin2002and185in2003［10］・Thediscoveryofstowawaysisa

ser10uSViolationoftheintegrityandsecurityofthevessel，ndstowawayswho

findthemselvesindesperatesituationscouldresorttoviolenceagainstthecrew・

Bythesametoken，therehavebeenincidentsl11］wherestowawayshavebeen

abusedandevenkilledbythecrew．
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Itistooearlyto determinewhatspeciBc efEtctthelSPS Codehashadin

termSOftheriskpro斤1eofships．OnecanOnlyassumethattheconscientious

implementationoftheCodewouldincreasedeterrenceagainstcriminalattacks

andthereforeresultinalowerriskprofile．Ttisnowmorethanayearatterthe

Code enteredintoforce and anumber oforganizations haveissued positive

COmmentSOntheshippingindus什y’scomplianCe．TheUnitedStatesCoastGuard

（USCG）praisedtheintemationalmaritimecommunityforhaving“demonstrated

チSigni且cantlevelofcompliancewiththeISPSCodeontheJulylst（2004）
lmplementationdate”【12，p．2］．TheUSCGalsoreportedacontinuingdownward

trendintheoverallrateofISPS－relatedm毎orcontrolactions（MCA），thatis，

denialofentryintoport，eXPulsion丘omport，andshipdetention・InJuly2004，

theratewas2．5％．Byyearend，theMCAratehaddroppedtol．5％or920utOf

6，087inspectionsl12，pp．6，25］．Similarpraisewasgivenbythesecretariatsof

boththeParisandTokyoMemorandaofUnderstandingonPortStateControl．
The Paris MoUreported al．46％ISPS－related detentionratell■3］whilethe

Tokyo MoU reported1％［14］．However，eVeninthe face ofsuchpositive

COmmentSitisimportanttonotethatthequestionofwhethersignificantISPS

COmPliance－aSdeterminedduringportstatecontrol－tranSlatestomoresecure

Shipsandseafarers，1SaCOmPlicatedone．

Afterthepassageoftimeandtheaccumulationofsufficientdata，itmight

eventual1ybefeasibletomeasurethelevelofsuccessoftheCode．Asregardsthe

threats ofpiracy and armed robbery，IMB statistics show a decreasein the

numberofattacksreportedbetweentheyears2003（445attacks）and2004（325

attacks）［8，p，6］．TheyalsoshowasignlfiCantdecreaseinthenumberofattacks

according totype of attack（attempted boarding，detention，nring，h軸ck，
robbery，etC，），typeOfviolence employed（hostage－taking／kidnapping，aSSault，

injury，killing），andtypeofarmsused（guns，knives，Otherweapons）forthenrst

quarterof2005comparedtothesameperiodoftheprevious坑veyearsl15］．It

WOuldbeinterestingto see whetherinafewyears thistums outto bethe

beginnlngOfadiscemabledecreaseinreportedincidents．Asfarasthethreatof

terrorismisconcerned，thelackofcriticalmassinstatisticaldatawillprovethe

taskofdetermlnlngSuCCeSStObeevenmorechallenglng．

TomeasuretheISPSCode’ssuccesswouldbetodeterminewhethership

CreWS are ableto achievethe Code’s objectives ofeffbctiveb′deterring and

preventingunlawfulactsandmitigatingtheconsequencesofanactualsecurity
incident．Asmentionedearlier，Shipcrewsarealreadyatadisadvantagebecause

Oflowmanninglevelsandheavyworkloads．Also，attentiontosecurityisnot

innateintheseafarerinthesameTaythatsafbtyhascometobe・Inaddition，
becausean0飴nsivecapabilityislnCOnSistentwiththeobjectivesofthelSPS

Code，theonly“weapons”availabletoship’screwaresafetyequipmentsuchas

伽ehosesandsignalflareS・Inotherwords，theanSWertOtheqdestionCan．sh＊
CreWS弓酔ctiveかreacttosecuriO）incidbnts？isaqualified“yes，”thatis，tOthe

extentthattrainingandpro負ciencyindeterrenceandothersecuritytasksare

requiredbythelSPSCode．Oncedeterrenceandpreventionhave払iledanda
SeCurityincidentisimminentorunderway，theactionsavailabletothecreware

basicallylimitedtoactivatingtheshipsecurityalarmsystem（SSAS），Calling
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emergencystations，eVaCuatlngtheship，andactingoninStructions丘omthe

COntraCtinggovernment．

Thereisnotmuchaship，Screwcandoonceanarmedrobberorterroristhas

decidedtostrikeinspiteoftheship’sISPS－COmPliantsecuritysystem・Merchant

shipsarenotequippedwitheitheranactivedefenceorofftncecapability・Infact

as the tLSS Coleincident so clearly demonstrated，eVen a teChnologlCally

advanCedguidedmissiledestroyermannedbyprofessionalnavalwarriorscould

belimitedinitsresponseoptionsoncethewatercra氏，itslethalcargO，andits

crewofsuicidebombershavealreadyblownuplnathousandpieces・Inthecase

ofmerchantvessels，SeCurityriskmanagement（inmanycases，riskavoidance）

throughtheISPSCodeiso脆redastheoptimumsolution・

3　Liabilityfbrunseaworthinessinthecontextofmaritime

SeCuriけ

Thecentralissuehereiswhethernon－COmPliancewiththeISPSCodeconstitutes

afailureofseaworthinesswhichintumCanleadtopotentialliabilityonthepaIt

ofthe carrier or shipowner・An afnrmative conclusion may argual）ly be

attributedtoadubiousshipsecurityplanbasedondencientorinadequaterisk

assessment・Theproblem，Ofcourse，isthatthereareneitheranydecidedcaseson

thispointinrelationtotheISPSCode，nOristhereanyauthoritativeorscholarly

legalliterature．（See，however，［16，P・370］wheretheauthorsrefbrtode鮎iency

inISPScompliance，inparticular，1ackofcrewsecuritytraining，deficientISPS
documentation and master or crew negligence as possibly constituting

unseaworthiness．）Atbestananalogycanbedrawnwithliabilityimplicationsfbr

failureofseaworthin9SSinrelationtotheISMCodeinthecontextofwhich

someviewshavebeenexpressedandsometangentialrefbrenceshavebeenmade

judicially，ThesewillbeexaminedinthefbllowlngteXt・

3．l Whatisseaworthiness？

Forthediscussiontobemeaningfu1，itmustobviOuslybeginwithareviewof
whatisthelegalconceptofseaworthiness・Thisisanotionpeculiartomaritime

lawandexistsmainlywithinthedomainofcommercialmaritimelaw；tObe

precise，1nCOntraCtSOfcarrlageunderbi11soflading，incharterpartiesandin

marineinSuranpecontractstemperedbyrelevantstatutoryprovisions・Judicia11y，

aseaworthyshiphasbeendescribedasonethatisH・・・inafitstateastorepalrS，

equlpment，CreWandinallotherrespects，tOenCOuntertheordinaryperilsofthe

seaofthevoyage”（DixLOnV．Sadlerl17］）・Aquestionthatarisesiswhethera

securityriskis an ordinary peril．Anotherjudicialdefimition describes a
seaworthyship．asH…OneWhichisreasonablyfitforitsintendedpurpose”

（Ph如SV．SSSantaMarial18］）．IfwithoutlSPSCodecertificationavessel
cannOtbeinSuredorutilisedtotransportcargointemationally，Canitbeargued

thatitisnot’’ntforitsintendedpurpose”［19，p・1601］？Theclassicde貢nitionof

“seaworthiness”inthe case ofFC・Bradlqy＆Sons Ltd v・FbdbralSteam

NavなationCo．［20，P．454］whereapprovingastatementonCan，erOnCa7riage

b，Saethecourtheldthat“［T］heshipmusthavethatdegreeoffitnesswhichan
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Ordinarycarefulownerwouldrequirehisvesseltohaveatthecommencementof

hervoyagehavingregardtoallprobablecircumStanCeSOfit．”

“Seaworthinessisnotanabsoluteconcept；itisrelativetothenatureofthe

Ship，tOtheparticularvoyageoreventotheparticularstageofthevoyageon

Whichtheshipisengaged”，（【21p・315］，apprOVedbyl22p．197］；Seel23para．

126］）．

3・2SeaworthinessincarrlageJaw：aPPlicationofHague－VisbyruIes

ArticleIIl，RulelrequlreSaCarriertoexerciseduediligencebeforeandatthe

beginningofthevoyagetomaketheshipseaworthyandcargoworthy．Theduty
Pertains to“all reasonably　foreseeable eventualities”but　in　Hnormal

PircumstanCeS”［24，P・19］・Thisraisesthequestionofwhetherasecurityincident

lSareaSOnablyforeseeableeventualityinnormalcircumstances．InlegaltermS

thetestisanobjectiveone，nOdoubt，butitsapplicationmaybe丘aughtwith
confusion．

In T71eEurasianDreaml23，Para．123］decision，the coultidenti丘edthe

followlngStePSintermSOftheapplicationoftheHague－VisbyRules：

First，theclaimantmustcarrytheburdenofprovlngunSeaWOrthiness・Second，

theclaimantmustprovecausation，i・e・，thatthelossordamageWaSPrOXimately

CauSedby unseaworthiness・（Seel19p・8］，forwhatconstitutes“proximate

CauSe”）・Third，thedefbndantmustcarryburdenofprooftoinvokethede臨nceof

duediligence；［25，P・5］・Fourth，ifthedefendantfailstodischargetheburden，he

WOuldnotbeentitledtorelyonanyoftheArt・IV，r，2exceptions・

Thisbringsustothefundamentalquestionofwhetherafailuretocomply

WiththeISPS Code per se js abreach ofthe requlrement tO eXerCise due

diligencetomakeashipseaworthy．InTheEurasianDreamthefailuretOhave

adequatedocumentation（FireManualin）mayhavebeenaconsiderationinthe

mindofthecourt・Supportintheafkmativeforthispropositionisdoubtfu1

giventhepaucityofauthority・Abetterpropositionisthatcompliancewiththe

lSPS Codeis　indicative of due diligence exercised by the defbndant

【19，p．16011．

Itisperhapsa払irconclusionthatcompliancewiththeISPSCodeonbalance

hasbetterevidentiaryuseasdefbnceofduediligencethannon－COmPlianCeaSa

POSitiveindicatorofunseaworthinessinrespectofHague－VisbyRules．（Forthe

SameCOnClusioninrespectofthelSMCode，Seel26pp．11－12］）．Atanyrate，a

judicialpronounCementOnliabilityarisingoutofunseaworthiness，Whetheritis

intheafBrmativeorinthenegative，WillsurelylmPaCt，Oratleastraisesome

Seriousquestionsrelatingtosecurityriskassessment．

4　Maritimesecurityassessmentasariskcontroloptionmr
theprotectionoftheshipowner

Followlngthediscussionsoftheearliersectionsofthispaperitcanbeconcluded

thatshipcrewscanpreventormitigatesecurityincidentsonlytoacertainextent．

Securityincidentscanresult＆omanumberofsourCeSandinvoIveawideranFe
Ofmethodologies・Itisthereforeverydifnculttoconsiderallpotentialsecurlty
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threatsapproprlately・AtthesametimeshipownerSWOuldbenefit舟omastricter

dennitionofthescopeofmaritimesecurityaSSeSSmentS，aStheycannotforesee

a11potentialsourcesofsuchincidents・ThequestiontoberaiSedishowthiscan

beachievedtakingalltheaforementionedaspectsintoconsideration・

TheISPSCodel1］apart付omitsSec．8inpartsAandBdoesnotprovideany

morespecificguidanceonhowtocarryoutshipboardsecurityriskassessments・

PartA（reftrinparticularto8．4）reftrstotheidentincationofexistingsecurity

measures，the evaluation ofkey shipboard operations to be protected，the

identincationofthreatstotheseoperationsandtheident捕cationofweaknesses

resulting丘omin丘astruCture，pOlicies，etC・PartBismoreelaborateandprovides

anumberofissuestobeconsideredinshipboardsecurityriskassessments（refEtr

topartBSec・8・7－8・10）・Althoughthislistis．notverylongitisspecinc
guidanceforriskassessments・TheonlyproblemlnVOIvedisthatPartBisnot

mandatory・Onecouldofcoursesaythatintheabsenceofotherguidelinesone
has to observetheissues mentionedin Part B．However，nOt all maritime

stakeholders are ofthis opinion．Recognized organizations（RO’S）provide

diffbrentguidelinesforshipboardsecurityriskassessments・Amqjority，SuChas

theAmericanBureauofShipping（ABS）orLloyd’sRegister偽ⅣOurStherisk

assessmentguidelinesprovidedbytheUnitedSatesCoastGuard（USCG）［2］・

TheUSCGguidelines，however，donotspeCi丘callyrelatetotheISPSCode・

Theyhavebeendevelopedforsecurityriskassessmentsingeneralandare

lacking therefore specinc cross－reftrences to the relevantISPS Code
requirements．TwoRO，S，DetNorskeVeritas（DNV）［27］andGermanischer

Lloyd（GL）［28］，havedevelopedguidelinesbasedondhecklistswhichhavヲa
verycloserelationshiptothelSPSCode・Bothapproachesapart打omvarylng

methodologieshaveanothersignificantdiffbrence・TheUSCGguidelinesdonot

inCludeanystatementsaboutlikelihoodsofsecuritythreats，WhereastheDNV－

GLapproachallowsforaconsiderationoflikelythreatsonly・Thismeansthaton

the one hand shipownerS Whofo1low the USCG approach strictly have to

documentanypotentialsecuritythreatanddevelopmitigationstrategiesofthose

issues which can resultinsevere consequences．Ifone wouldfo110W this

approachonehastoprovideforanumberofcostlymeasures・Ontheotherhand

shipowners fbllowingthe DNV－GL approach have to update their security

assessments丘・equentlydependingonthelatestsecurityinformationavailable・

Potential disputes about the validityand appropriateness of the security

informationarenotlikelytobeavoided・Tomakeitevenmoreconfusingthe

USCGrequlreSallshipscallingUSportstocomplywithbothpartsofthelSPS
Code－AandB．Theresultthereforewilltoacertaindegreemostlikelybe

舟ustrationbyashipownerwhoisconfrontedwiththetaskofarrangingfbr

securityrisk assessments on board his ships・What could therefore be
SuggeStionstoovercomethisproblem？

5　ConclusionsandsummaIT

Anysuggestionsregardingsolutionsfbrtheabove－mentionedproblemshaveto
considerthefo110wingthreeissues：
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Shipcrewshavelimitedcapabilitiestomitigatesecurityattacksagainst
theirships．

Motives／reasonsforsecurityincidentsresult危・Omalargevarietyof

Shipownersneedcertaintyaboutscopeandapplicablerequirementsfor

theshipboardsecurityasfarastheirliabilityisconcerned．

Inthisrespectitis rema止ableto seethatanumberofIMOinstrumentS Or

documentsissuedwithintheIMO丘・ameWOrkfocusslngOnriskas占essmentin

generalormaritime securityinawidersensehavetaken someoftheabove

mentionedpointsintoconsideration・Theyprovideformoreguidelinesonthe
COntentSOfriskassessmentontheirareaofinterest．

Oneexample，tObementionedinthiscontext，istheguidelineonFormal

Sa氏tyAssessment（FSA）［29］・The2002extendedguidelinesincludenotonly

“teclmical”riskassessment，butalsohumanreliabilityassessmentwithdetailed

descriptionsofmethodologleS・Anotherexampleistheguidelineonplacesof

refugel30］・InordertoassistmaritimeadmimistrationstheIMOprovidedfbr

theseguidelineswhereinsection3adedicatedpartdealswithriskassessment

Only・Althoughno specificmethodologleSaredescribedatleastanumberof

issuestobeconsideredduringtheriskassessmentislisted・Itishopedthatthe

Place ofrefugeguidelineswillbeextended andupdated similartotheFSA
guidelines．

MostrecentlyanOtherremafkal）leexamplewasglVenthroughtheTMO／ILO
CodeofPracticeonSecurityinPortsl31］．Theseguidelinesprovideforamuch

moredefinedframewofkforanumberofissuesaroundportsecurity．Therisk

assessmentpartwasglVenSPeCialattentioninthiscode・AfullmethodologylS
SuggeStedhere・ThisgoessignはCantlybeyondtheISPSCoderequlrementS・This
exampleisnottheonlyone・TheEuropeanCommission（EC）recentlysuggested

adirectiveonenhancingportsecurity［32］．AmexIdealswiththeportsecurity

assessment・Althoughthespec捕CationsmadetheredonotgobeyondtheISPS

requlrementSitisatleastremarkablethattheECfounditnecessarytoaddress
tbissu切ect．

ThequestionstillremainSwhyisspecialattentiononlypaidtoportsecurity
andnotto ship securityaswell？Although shipsaretheweakerlinkinthe

SeCuritychaintheystillhaveanimportantparttoplayinthesecurity斤amework．

Thelackofmorespeci鮎guidelinesdisadvantagesshipowners，Therefbremore
detailedguidelines shouldbe designedforships securityassessments．These
guidelinesshouldaddressthefollowlngpOints：

・Listofsecurityincidentsthatshipcrewscanrespondtodependingon：
○　typeoftheship；

O typeOf仇ecargo；

O Sizeofthecrew；

O tradingarea．

●　Listofkeyshipboardoperations（incl．sa伝tymeasures）whichhaveto

beprotected．
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・　List ofrestrictedareaS Where special security measures should be

introdueed．

Theabovelistedissues．arejustonlyaverygeneraloutlineofkeylSSueStObe
Observedinmoredetailedguidelines．Theseguidelineswouldbeinlinewith

Currentdevelopmentsonothermaritimesecurityrelatedissues，i．e．portsecurity．

More communication ofthe djf臨rent stakeholdersinpolitics，Shipping and

researChis needed to developandimplement such elaborate guidelinesin

Shipping．

Disclaimer

TheviewsexpressedinthispaperaretheperSOnalviewsoftheauthorsandnot

necessarilythoseoftheemployersoftheauthors．
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